Terms and Conditions of Use

UW School of Dentistry is pleased to offer you information via a web-based version of our
computer systems called MyDental. We think it is important for you to know how we handle
information we communicate via the Internet. This Terms & Conditions statement outlines
UW School of Dentistry practices and our sensitivity to your right to privacy. UW School of
Dentistry reserves the right to revoke access at any time, for any reason.

Security and Confidentiality - UW School of Dentistry provides the same degree of
confidentiality to medical and dental information stored on MyDental as is given to medical
and dental information stored by UW School of Dentistry in any other medium. UW School
of Dentistry is committed to protecting the confidentiality of your medical and dental
information. We limit UW School of Dentistry employee access and ability to enter or view
information based upon their role in your care. Firewalls, passwords, encryption, and audit
trails are further used to safeguard your information.

UW School of Dentistry has taken steps to make information received from our online
visitors secure.

For other than general information viewing, MyDental must be accessed with a Secure
Sockets Layer (SSL) compatible browser or terminal. Our SSL web server uses authentication
and offers the highest level of encryption technology commercially available.

You can tell when you are secure by looking at the location (URL) field. If the URL begins
with https:// (instead of http://), the document comes from a secure server. This means
your data cannot be read or deciphered by unauthorized individuals. You can tell whether
you are truly connected to UW School of Dentistry by viewing the digital certificate. Please
check with your web browser documentation on how to verify the digital certificate. This
certificate verifies the connection between the UW School of Dentistry server's public key
and the server's identification.

User names and passwords provide an extra layer of authentication and are stored in an
encrypted database that is isolated from the Internet. As a MyDental user, your role in
maintaining the security of your medical information is to change your password on a
regular basis, and keep your login ID and password confidential.




